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Abstract

In thisfeasibility study it is shown by a number of reference implementations that the
aspect oriented programming (AOP) paradigm is well suited for implementing node level
fault tolerance.

By this, both systematic and application specific mechanisms can be implemented in a
uniform way, and the fault tolerance code becomes completely separated from the
primary function code. Furthermore, it is shown that any AOP language used for
implementing node level fault tolerance must support monitoring of object data members

which is presently not the case with AOP extensions to C++.

1 Introduction

Software implemented fault tolerance is awell known technique for dealing with failures
caused by both hardware and software faults. Compared to hardware implemented fault
tolerance it has the advantage of being more flexible and cost efficient. Already today it
isawidely used technique, and emerging application areas for cost efficient dependable

systems such as automotive active safety systems will further increase the importance.
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During the last decade reflection and metaprogramming techniques for building fault
tolerant software have evolved [e.g. 1,2]. From a software engineering point of view the
introduction of these techniques has lead to a number of major improvements. It supports
efficient reuse of fault tolerance mechanisms (FTMs) and has, because of the separation
of concerns in application source code, given less error prone code and simplified the

task of program verification.

A fairly new approach to software implementation that has some of itsrootsin
metaprogramming is aspect oriented programming (AOP) [3]. It has seen arapid
development over the last few years and is presently reaching the state where it can be
considered a useful and working technique. In this paper it is shown that AOP provide an
ideal base for implementing awide range of FTMs spanning from application specific to
systematic. The paper constitutes a simple aspect framework that includes the
incremental recovery cache, time redundant execution, executabl e assertions, recovery

blocks and control flow checking FTMs.

AOP has been discussed for some time in the domain of distributed fault tolerance
[4,5,6,7] and has shown to be useful and also give performance benefits [8]. Prior to our
work, no research has been addressing the question whether AOP can provide a base for
implementing the lower level FTMs used within a node or in a non-distributed
environment. In a somewhat related study AOP has been evaluated for the area of

distributed real-time dependabl e systems [9].



2 AOP versus metaprogramming

The main difference between AOP and metaprogramming is in the underlying
motivation. Metaprogramming and reflection is built on the observation that a program
canin it self be represented as a data structure and made accessible to either itself or to
another metalevel program. Because of this both the program behavior and properties
can be monitored and changed. Hence the focus is on supporting this general property of
programs which in turn gives a technique that is both elegant and powerful but difficult to

master [10].

AOP on the other hand is built on the observation that program system design and
modularization is mainly conducted to reflect the primary function of the application. The
effect isthat al other functional and non-functional properties, called crosscutting
concerns, can not be effectively modularized and the implementation of these becomes
scattered throughout the program modules. AOP thus focuses on building a technique for
modularizing crosscutting concerns and for separating concern specific code from the rest

of the implementation [3].

Even though reflection and metaprogramming has been successfully used in the area of
fault tolerance for achieving separation of concerns, it is not optimized for this specific
purpose. AOP that focus only on crosscutting concerns gives more easily understandable
language extensions since the intuitive model behind is easier to grasp. It has been argued
that metaprogramming is easy to understand since it utilized the same language syntax as

the base language. However, the argument fails to address the core problem of



understanding and mastering the semantic properties of the language and the underlying
model. It is also argued by both [3] and [10] that AOP solutions generally give better

performance since no runtime meta-protocol is used.

There is however also a strong relationship between AOP and metaprogramming. Most
AOP implementations use some form of metaprogramming as its underlying technique.
AOP can therefore be viewed as a better packaging of metaprogramming techniques for a
specific purpose, namely that of modularizing crosscutting concerns. This leads to the
guestion whether node level fault tolerance is a cross cutting concern in the AOP sense
and if this packaging is suitable for fault tolerance needs. A later question is whether this
difference in motivation actually leads to a better and or easier to use technology. We
believe so but it is beyond the scope of this paper to conduct a rigorous comparative

study.

3 AOP languages

An aspect oriented implementation of a crosscutting concern consists of two parts, the
actua implementation of the functionality associated with the concern, and the
information on how that code should be integrated in the rest of the program. For the first
part any traditional language like C, C++, or Javaiswell suited. But the traditional
languages lack primitives for specifying how the concern specific code should be
composed, or weaved, together to form the final system. An AOP language therefore
defines alanguage for specifying rules for composing different implementation pieces

together. The AOP language is then built as an extension to atraditional language to give



that language aspect oriented capabilities in the same way as C++ was build as an
extension to C to provide object oriented capabilities to the C language.

An AOP language compiler is normally implemented as a source-to-source compiler that
weaves the different concern specific sources together and then uses the base language
compiler to compile the result into executable code. An alternative approach is taken by
the AspectJ [11] language for Java which conducts the weaving on the compiled byte
code. One view of an AOP compiler would be to say that it is simply ahighly
programmable compiler-compiler and thisiswhy it is so well suited for implementing
systematic FTMs (which are best suited for a compiler-compiler approach). The other
view of an AOP language isthat it is a programming language, or awell integrated
extension to a programming language, that lets the programmer produce more or less
application specific code. Thisisthe reason why AOP is such a good candidate for a

uniform way of building both systematic and application specific fault tolerance.

The main characteristics of an AOP language are what base language it extends and what
joinpointsit supports. A joinpoint is an accessible point in the application source code
where concern specific code can be inserted when conducting the system weaving. An
AOP |language that supports alarge set of joinpoints is therefore the must powerful or
flexible. Since AOP is mainly an effort for bringing a higher degree of modularization to
OOP languages the efforts so far has been to construct languages that support joinpoints
that give access to object members. That is methods, and variables that are part of the
object state. An AOP language | ets the programmer declare a pointcut that accesses a

joinpoint. A pointcut can be linked to concern specific code segments called advices.



Currently thereisalot of effort put into the development of aspect oriented languages.
Many projects [12] are still on the level of small research implementations but afew are
reaching a mature state with stable languages and widely available tool support. The
language that has reached the furthest in this regard is Aspectd [11] that is an extension to
the Javalanguage and it is currently in version 1.2. AspectJis stable enough to be used in
real life projects, and has become the reference language that other efforts are compared
to. Another project that iswell under way is AspectC++ [13] that will be available in
version 1.0 later this year. These two languages are presently the most promising
candidates for an efficient AOP platform for building software implemented fault
tolerance and hence the focus of this study. There are also efforts being made to build
AOP extensions to number of other programming languages including C [14,15].

However, these C projects are still on the level of small research projects.

The code examples of this paper is given in Java and AspectJ since it is more mature than
AspectC++ that till lacks some of the Aspect] joinpoints. Because of thisall the FTMs
presented in this paper can not yet be implemented with AspectC++. The results
presented should not however be considered as Java specific. The purpose of the codeis
to show how the FTMs can be implemented in a mature AOP language. Therefore any
implementation details specific to Java or AspectJwill be pointed out and comparisons to

the AspectC++ language will be made in the cases where AspectJ and AspectC++ differs.



4 Fault tolerance mechanisms

To evaluate the feasibility of AOP languages a large number of the different FTMswere
implemented. A subset of the implementations that demonstrates both the different
benefits and limitations of present day AOP languages was selected for inclusion in this
paper. The FTMsincluded are both fault detection and fault handling mechanisms. They
range from systematic to application specific, and include mechanisms designed for both

hardware and software fault tolerance.

4.1 Incremental recovery cache

A large number of FTMsrelies on the concept of backward error recovery to return to a
previously saved state. Normally it is part of the procedure to recover from a detected
fault (as with recovery blocks [21,22]) but it can also be part of the fault detection
mechanism (as with time redundant execution [19]). An efficient way of providing
software implemented systematic support for backward error recovery is that of using an
incremental recovery cache [16]. The idea behind the recovery cache isto not make a
total snapshot of the system state when setting up a checkpoint but to start monitoring
changesto system state variables. When avariable is changed for the first time after the
checkpoint a copy of the old value is stored in the cache. Hence no memory or
performanceislost to storing variables that are not changed. Previous implementations
[16,17] rely on the concept of overloading the assignment operator to monitor changes to
the variables that are part of the program state. They also require that the programmer
explicitly declare which classes and variables should be monitored and stored in the

cache.



import java.util.*;
public class RecoveryCache {

private static Stack cacheStack

= new Stack() ;
private static int cacheDepth = 0;

public static void establish() {
cacheDepth++;

cacheStack.push (new StackElement (new HashMap (), cacheDepth)) ;

}
public static void discard() {
cacheDepth--;
if (cacheDepth == 0) cacheStack = new Stack() ;

}

public static void restore() {

StackElement tempSE = ((StackElement) cacheStack.pop());
restoreMap (tempSE.map) ;

while (tempSE.depth > cacheDepth) {
tempSE = ((StackElement) cacheStack.pop());
restoreMap (tempSE.map) ;

cacheStack.push (new StackElement (new HashMap (), cacheDepth)) ;

}
private static void restoreMap (HashMap map) {
Iterator mapiterator = map.values().iterator();
while (mapiterator.hasNext ())
MapE%ement tempME = ((MapElement) mapiterator.next());
try

tempME. field.set (tempME.object, tempME.value) ;

catch(IllegalAccessException e) {
e.printStackTrace () ;
}

Figure 1. The RecoveryCache class
The RecoveryCache classin figure 1 provides the three methods establish(), discard(),
and restore() that is used for setting up, restoring to, and discarding checkpoints. These

methods are accessible for any FTM that needs the functionality of the cache.

import java.lang.reflect.Field;
public privileged aspect RecoveryCacheAspect {

pointcut w_point(): set (* *);

pointcut internal point(): within(RecoveryCache) || within(MapElement)
|| within(StackElement) ;

pointcut ext write point(): w_point() && !cflowbelow(w_point())
&& !cflow(internal point());

before() : ext write point () {
if (RecoveryCache.cacheDepth > 0) {
System.out.println(thisJoinPoint.getSignature () .toString()) ;
String key = thisJoinPoint.getSignature() .toString() ;
if (! ((StackElement)
RecoveryCache.cacheStack.peek ()) .map.containsKey (key)) {
String fieldName =
key.substring(key.lastIndexOf ('.')+1l,key.length());
Object thisObject = thisJoinPoint.getThis() ;
Object value = null;
Field field = null;

try{
field = thisObject.getClass() .
getDeclaredField (fieldName) ;
field.setAccessible (true) ;
| value = field.get (thisObject) ;



catch (Exception e) {
e.printStackTrace() ;
1

MapElement me = new MapElement (value, field, thisObject) ;

((StackElement) RecoveryCache
.cacheStack.peek () ) .map.put (key,me) ;

Figure 2: The RecoveryCache aspect
The RecoveryCacheAspect in figure 2 monitors when variables are written to and
implements the same functionality as the overloaded assignment operator in the earlier
implementations. Apart from these two the recovery cache implementation also consists
of two classes that implement the data structure that holds the stored values. These can be

seen in figure 3.

import java.util.HashMap;
public class StackElement {
HashMap map;
int depth;
public StackElement (HashMap map, int depth) {
this.map = map;
this.depth = depth;

}
}

import java.lang.reflect.Field;

public class MapElement {
Object value, object;
Field field;

public MapElement (Object value, Field field, Object object) {
this.value = value;
this.object = object;
this.field = field;

Figure 3: Recovery cache data structure classes

This recovery cache implementation relies heavily on the set joinpoint of AspectJ. This
joinpoint only match the writing of class or instance variables and omits the variables that
are locally declared within the scope of a method. Thisis amajor advantage since only
variables that are part of the program state are saved in the cache and therefore no
performance or memory islost to storing variables that are locally declared within a
method. AspectC++ does not yet support the set and get joinpoints and will not have

themin the 1.0 release and it is still uncertain whether they will be included later. The



reason for thisis that since C++ allows user defined operators it is not straight forward to
define exactly what these joinpoints should match. A more comprehensive discussion on

the set and get joinpoints can be found in section 5.

One problem with the set joinpoint of AspectJisthat it does not provide areference to
the variable being set. It has access to the value that is to be written to the variable but
can not access the old value that needs to be saved to the cache. Thisis not in any way a
fundamental problem with AspectJ and we propose this addition to the language. Aslong
asthisis not supported the recovery cache can still be implemented with the use of run-
time reflection since the joinpoint provides both the name of the variable being set and a
reference to the object to which it belongs. Thisis the approach used in the above

implementation.

The aspect oriented implementation has a number of advantages compared to earlier
ones. Aswith any AO implementation the recovery cache places no restriction on the
target application. This means that the programmer do not need to declare which
variables should be stored in the cache but can rely on that all changes to the system state
will be reverted when arestore to the checkpoint is made. Because of this standard APIs
can be used when writing fault tolerant software since the APIs are also affected by the
aspect. In the case of Javait can even be applied to COTS components where the source
code is not available, since the weaving is done on the compiled byte code. The fact that
the implementation does not rely on overloading the assignment operator makes it

applicable to languages that lack user defined operator capabilities, asis the case with
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Java. Even though alarge number of checkpoint implementations, even incremental ones
[18], has been published for Java, the one presented hereis the first published

implementation of an incremental recovery cache for Java.

4.2 Time-redundant execution

One technique for detecting and masking transient errorsis that of using time-redundant
execution [19]. By executing a method two times and comparing the results an error
originating from atransient fault can be detected. If the method is executed athird time
the fault can be masked by voting between the three runs. The implementation in figure 4
isthe basic version that detects an error and throws an exception to indicate that a fault
has occurred. The error masking version follows the same structure but executes the

method a third time and calls a voting algorithm instead of throwing an exception.

public abstract privileged aspect TimeRedundantExecution{
abstract pointcut TimeRedundantMethod() ;

Object around() : TimeRedundantMethod () {
RecoveryCache.establish() ;
Object rl = proceed() ;
RecoveryCache.restore () ;
Object r2 = proceed() ;
if(!rl.equals(r2)) throw new TransientFaultException;
RecoveryCache.discard() ;
return rl;

Figure 4: Time-redundant execution implementation
The figure 4 code implements a general Time-redundancy aspect that can be applied to
any method. The implementation makes use of the recovery cache to set up a checkpoint
and return to the previous state before each run. It is very simple to apply this aspect to a
target program sinceit is only a matter of declaring which method(s) should be executed
in atime-redundant manner. Thisis done by instantiating the abstract pointcut as shown

infigure5.

public privileged aspect aTRE extends TimeRedundantExecution{
pointcut TimeRedundantMethod () :

11



execution (anyType AnyPackage.anyClass.anyMethod (anyTypes)) ;

}

Figure5: Time-redundant execution instantiation
The main advantage with thisimplementation is that it isimplemented in a generic way
and allows the programmer to simply apply it to any method. Thisis not possiblein an
OO0 only language that requires that you write wrapper methods to all methods
individually. This and the fact that the fault tolerance code is completely separated from
the primary function modules make it avery compelling approach to building this type of

mechanisms.

4.3 Executable assertions

Executable assertions [20] are used to monitor the properties of values stored in variables
or passed to and from methods. The technique is used to discovery erroneous or
unintended system states that can origin from both software and hardware related faults.
Executabl e assertions do not benefit from one common general AOP implementation as
the structure of the AOP joinpoints and advice in itself gives an ideal environment for
implementing each assertion. Assertions that are application specific can be implemented
directly as a custom build aspect, and ones that are common, as e.g. assuring non null
inputs to methods, can be implemented as a reusabl e aspect and applied to al applicable

methods.

public privileged aspect ExecutableAssertion {

pointcut assertionMethod (int i) :
execution (int Aclass.aMethod (int)) && args (i) ;

before (int i): assertionMethod (i) {

if (i=0) throw assertionFailedException() ;
1

after (int i) returning (int r): assertionMethod (i) {
int r = proceed();
if (r<0 && i>=0) throw assertionFailedException() ;

}
Figure 6: Executable assertion example implementation

12



The execution joinpoint should be used to assert method arguments and results. In figure
6 the example code asserts that the argument value is non zero and that a non negative
input should yield a non negative output. Also, the set joinpoint can be used to assert
variable properties. The examplein figure 7 asserts the counter property of avariable, i.e.
that it isonly reset or raised by one. Since thisis not a generic implementation the old
value of the variable can be accessed directly by name. To implement a generic version
that can be reused and applied to any variable the same reflective approach as with the
recovery cache must be used. See section 5 for a discussion about the availability of the

Set joinpoint.

public privileged aspect CounterAssertion {

pointcut counter (AClass ¢, int 1i):
set (int AClass.aMethod.aField) && args (i) && this(c);

before (AClass ¢, int 1i): counter (i) {
if (i!=0 || i-c.aField!=1) throw assertionFailedException() ;
}

Figure 7: Counter property assertion implementation
The advantages with using AOP for executable assertions is, apart from the separation of
function and assertion code, the possibility for reuse of common assertions. In this
context it can be noted that regardless whether AOP or any other technique is used for
implementing executabl e assertions the code should either be generated from, or
statically asserted against OCL (Object Constraint Language) specifications in the same

way as class stubs are generated from UML class diagrams.

4.4 Recovery blocks

Recovery blocks [21,22] is a structured way of adding software fault tolerance to an
application based on the concept of design diversity. A recovery block consists of an

acceptance test that verifies the output of an algorithm and one or more alternative
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implementations that is executed should the test fail. The Recovery block in figure 8 has
one aternative algorithm but the implementations with more follows the same basic

structure.

public abstract privileged aspect RecoveryBlock({

abstract pointcut RecoveryBlockMethod() ;

abstract boolean acceptanceTest (Object[] args, Object result);

abstract Object alternativeImp (Object[] args);

Object around() : RecoveryBlockMethod () {
RecoveryCache.establish() ;
Object rl = proceed() ;
if (acceptanceTest (thisJoinPoint.getArgs(),rl)) {

RecoveryCache.discard() ;
return rl;

}

else{
RecoveryCache.restore () ;
Object r2 = alternativeImp (thisJoinPoint.getArgs()) ;
If (acceptanceTest (thisJoinPoint.getArgs(),r2)) {
RecoveryCache.discard() ;
return r2;

}

else throw new SoftwareFaultException;

Figure 8: Recovery block implementation
The Recovery Block is applied to an algorithm (encapsulated in a method) by both
instantiating the pointcut, and implementing the acceptance test and alternative algorithm

asshowninfigure 9.

public privileged aspect aRB extends RecoveryBlock({

pointcut RecoveryBlockMethod () :
execution (anyType AnyPackage.anyClass.anyMethod (anyTypes)) ;

boolean acceptanceTest (Object[] args, Object result) {
// Implementation of acceptanceTest

Object alternativeImp (Object[] args)
// alternative implementation of method.
}

}

Figure 9: Recovery block instantiation
A recovery block isahighly application specific FTM and as such offers small
opportunities for reuse. Hence it benefits less then most other FTMs from a general
implementation and also, although the AOP approach separates it from the primary

function syntactically, remains semantically tangled.
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The advantages with using AOP for recovery blocks are still twofold. The syntactical
separationisin it self isagood thing that adds flexibility and reusability. The other
reason for using AOP is that recovery blocks relies on the recovery cache for doing
backward error recovery and hence benefits strongly from the fact that this can be so

effectively implemented with AOP.

4.5 Control flow checking

Control flow checking [23] is avery good example on both the advantages and
limitations with present day AOP languages. The mechanism is used to detect errorsin
the program flow caused by illegal branches. Such a branch could e.g. be caused by
transient faults that affect the program counter. The mechanism is built on the principle
that if a program enters a branch free sequence of the code it must be the same sequence
that it exits the next time it exits a sequence. An identifier that is unique to each sequence
is placed in the beginning and in the end of the sequence. When entering a sequence the
identifier is pushed on the stack and when exiting pulled and compared with the identifier

placed at the end. If they don’t match afault has occurred.

privileged aspect ControlFlowChecking{

pointcut ControlFlowExe (): execution(* *.*(..)) && !execution(* *.main(..))
&&!within (ControlFlowChecking) ;
pointcut ControlFlowCall(): call(* *.*(..)) && !call(* *.main(..))

&& !within (ControlFlowChecking) ;
Stack s = new Stack() ;

before() : ControlFlowCall ()
s.push (thisJoinPoint.getSignature () .toString()) ;

before() : ControlFlowExe () {
if (! (thisJoinPoint.getSignature () .toString()) .equals(s.peek())) {
throw new TransientFaultException() ;

}
}

after() : ControlFlowExe () {
if (! (thisJoinPoint.getSignature() .toString()) .equals(s.peek())) {
throw new TransientFaultException() ;
}

}

after() : ControlFlowCall ()

15



if (!(thisJoinPoint.getsignature().toString()).equals(s.pop())){
throw new TransientFaultException() ;
1

}
Figure 10: Control flow checking implementation

Since present day AOP languages lack statement level joinpoints code can not be added
to specific points within a method. Hence a mechanism as described above can not be
implemented. What can be done is to construct a mechanism that do the verification on
method level. The implementation in figure 10 verifies that the method entered is the one
that was called. When reaching the end of a method body it verifiesthat it is the same
method that was entered and finally after returning it verifies that it was the same method
that was returned from. Thiswill capture most of the errors found by the statement level
mechanism but miss “small” illegal branches within the body of the method. Thisis
actually the same problem as with the statement level mechanism that misses faults that
cause a branch within the branch free sequence. Comparison of the effectiveness of the
statement versus method level control flow checking is beyond the scope of this paper

since the mechanism was presented here in order to illustrate the capabilities of AOP.

The main advantage with AOP when implementing control flow checking isthat, since it
isadtrictly systematic FTM it has been implemented as a reusabl e aspect that can be
applied to any target program without modification. The one limitation is the lack of

statement level joinpoints.

5 Limitations

Although AOP iswell suited for the implementing a large amount of FTMsthere are a

few limitations and concerns. One limitation, not with AOP as a concept, but with the

16



current implementation of AspectC++ isthe lack of set and get joinpoints that make
monitoring of object data membersimpossible. Although less efficient, checkpointing
can still be implemented by storing object data at the checkpoint instead of monitoring
changes. In this case the object initialization or constructor joinpoints can be used to
allow accessto al live objects. It is however impossible to implement executable
assertions that assert variable properties since these require that the assertion is triggered
by variable change. Another FTM that was not included in this paper due to space
restrictions and that is dependent on both the set and get joinpoint is that of data
redundancy. Since non of these FTMs can be efficiently implemented without monitoring
object data members, any AOP language used for implementing node level fault

tolerance must support the set and get joinpoints.

Another limitation illustrated by the control flow checking example is the lack of
statement level joinpoints. Thisisalimitation shared with earlier metaprogramming
techniques [1] and is not likely to be included in general purpose AOP languages. A
general purpose AOP language could be extended with such joinpoints in order to suit
fault tolerance needs but it is not necessarily a desirable solution. Statement level
joinpoints breaks the encapsul ation property of objects totally and could easily be

misused.

6 Conclusion

In this paper it is shown that aspect oriented programming (AOP) is well suited for
implementing node level fault tolerance as it captures the crosscutting properties of non

functional requirements. The presented AspectJ implementations of common fault
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tolerance mechanisms (FTMs) demonstrate that the paradigm is feasible and resultsin a
small amount of redundant code. Thisis further illustrated by the fact that the complete
code for all presented FTMs are included within the size restriction of this paper. Also the
primary functions modules are unaffected by the FTMs. Both systematic and applications
specific FTMs benefits from the concept and can therefore be implemented in auniform

way by using AOP.

This paper shows that AspectJistoday feasible for implementing fault tolerance in Java
applications. The work on AspectJ is presently focusing on extending the language with
generic primitives and making it compatible with the Java 1.5 generics. Thiswill further

increase the flexibility of the language and make it an even more attractive platform.

In the case of AspectC++ it is shown that it is not presently an aternative to earlier
metaprogramming platforms like OpenC++ [24] for implementing node level fault
tolerance. However, when the ability to monitor object data membersis added to the
language it will have the same capabilities as AspectJ and hence be an excellent choice

for the task.

Taking into account the potential performance benefits, the tool support and the easy to

understand programming languages AOP has the potential to be the better choice when

implementing node level fault tolerance.
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