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Example: Electrical plan for VW ca 1950
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Membership Agreement

*There shall be agreement in the system on the current status of..
B Nodes
B Processes
B Entities!

*Applications are distributed =>One membership group per distributed task

*A group may contain both correct and incorrect entities
during run-time

Group B
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Process Membership - |
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*Membership for Distributed Applications
B Distributed task consists of several cooperating
processes
B Which processes are live and which are not?
B Preferably a platform service
B Service must be timely & correct

*E.g. Four-wheel brake mode with
only three live wheels?

Distributed BBW application
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Process Membership - |l

N Ode n > Msg. from proc. 15, 14, 13 @ node 2

received static messages

M

node n view: opinion n
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Process Membership - 111

*Need to offer a consistent view of (process) status
*Send opinion in dynamic segment (if there was a change)
*Distributed vote for new membership status

Did | see a change? Did | see a change? Did | see a change?

Did | see a change?

Node4 Local opinion (o[ (IR GLOBAL MEMBERSHIA
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Why do we need a membership protocol
at all?

B Self-assessment will do?

B Message from 5 not received at 3
» Was it node 5 that failed or its outgoing link?
» Did node 3 suffer in incoming link failure?
» Which node should be blamed and shut down?

B Self-assessment not possible with asymmetric failures (e.g. in incoming link)
» All nodes must (eventually) have same view
» Need a protocol to solve this
» Communication over >1 cycle

Why did | not receive from 5?

»
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Protocol operation - |
B Failure detection (heartbeat) via TT comm.
» Statically scheduled messages
» Compare received messages with what is expected
» Silence of a slot implies failure of the associated process
B On demand consensus via ET comm.
» If failure is detected, run membership protocol
» Broadcast opinion to all nodes
m Consistent decision leads to new membership
le-Static segment=—}————Dynamic segment=—————————>p
- ; ; T Membership
Failure Detection | Membership communication i .
Process|data i Ge"jri'a‘:“ircp“e Network
static slots y Idle Time
messages
- Cycl >
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Protocol operation - Il (Simplified)

Membership Communiction
during dynamic segment
1 [

Failure detection
during static segment

Voting on each
process

If opinion has
changed

Listen to heartbeat

Build own opinion Broadcast own opinion

Receive other
opinions

1 Resull
undefined or
Jifferent from own,
opinion etc

Membership Decision
between cycles

Remove processes hosted
by nodes that sent opinior
conflicting with vote resull

Remove processes

hosted by nodes that did
not send opinion

No Do | host any
processes?
Halt membershig
operation Yée
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Messages
Protocol Flags
B Heartbeat message S e
. ata Payloa
» Static slot 4

[«—————Heartbeat message———»|

» Payload or failure report
» Flags for protocol states
Membership status,
Join-request,

[«—Protocol States—»|

Run protocol request "
Node opinion

Upper bound

of nbr. nodes Ee

Gen id

B Membership message
» Dynamic slot
» The nodes opinion: One bit per process
» Protocol states: Gen id and “upper bound of nbr. nodes”

f«———Membership opinion message———{
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Decision function - Voting on opinions

*Distributed vote on opinions from all nodes
B Must be consistent, handle tie situation
B Need to know opinions to expect
» The number of live nodes
B Result about a process may be:

» 1: Member
» 0: Not member
» U: Undefined
*Must be enough opinions for ei S Proc | Proc | Proc | Proc | Proc | Proc | Proc
decision else undefined
Opinion N1 0 1 0 1 1 0
Opinion N2 0 1 0 1 1 0
Opinion N3 0 1 0 1 0 1
Opinion N5 0 1 1 0 0 1
wemberanp 0 10 1 o o
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Overhead Example

*Assume 10 nodes and 128 processes in the system
*Cycle length of 20 ms

*Observe that this example accounts for worst case
sending of opinions in dynamic segment

*During a period of no change, there will be virtually no overhead

Network Frame Required Total Ratio to
technology Line speed overhead Max Payload frames overhead line spd. Notes
TTCAN 500 kbit/s 4-6 bytes 8 bytes ) 135,7 kbit/s 27,2% Disregard bit-stuffing
FlexRay 10 Mbit/s 8 bytes 254 bytes 1 96,7 kbit/s 0,97%
Ethernet | 100 Mbit/s | 26 bytes 1500 bytes 1 167,0 kbit/s | 0,17% Assume that thee s a tme
riggered scheme

*Other schemes:

B CANEly: Enhanced layer, with membership, for std. CAN
B Overhead: 2-14% (32 nodes, ...)
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Experimental system setup

W%%

G2+FlexRay

B Cluster with 5 nodes
B Node with dual CPU: MPC+HCS12

® MFR4200 FlexRay chip Synehvenization [
-
B Remote control of experiments X
» "Server” with serial connection to each e
node in cluster e '
W Layers of software in a node
INSS
Evaluation of protocol
—— ™

B Evaluated protocol with fault injection
» Specific situations: scenarios
» Type of failure, time and place
» Tested ca 40 different scenarios => OK!
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Implementation Results

B Working experimental platform for current and future needs

® Buffer handling and processing takes time!
» Current protocol not adapted for this limitation

» Delay must added between heartbeat messages to be
in accordance with protocol

B Max. cycle length (of single cycle) is 16ms

Selection of cluster parameters: Value:

Cycle length (total, static, dynamic, NIT) 8,2ms (=7,04 + 0,648 + 0,512)
Number of static slots 128

Static slot duration 55 us

Static slot payload (maximum) 25 bytes

Worst case consensus latency 16,4 ms

Worst case overhead (dynamic segment) 46,9 kbit/s
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Membership simulator

B Test and visualise the membership protocol

B Simulation to slot-level precision
» |.e. assume no clock drift.

B Input: Scenario-file

B Cantest
» different configurations
— node, process, message
» different failure scenarios
» New algorithm ideas
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Todo

B More experiments and measurements
» A “real” application

B Formal verification of protocol
» UPPAAL

B Handling of transient failures
» Threshold and counter for each process
» Classification of failure (null frame, CRC errors, etc.) -> Penalty
B Fail reporting and
» Faster consensus
B Use redundancy capability: Dual bus etc.
» Several signals per frame
B Adapt protocol theory to
» Overcome delay requirements of buffer handling
» Allow for a longer system cycle than one cycle
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